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PR E FA C E
B lanche D uB ois:

―I have alw ays depended on the kindness of strangers.‖

Streetcar N am ed D esire (1947)

Like the quote above stranger, please be kind!!! Tim e (contrary to the song) w asn‒t on
m y side w hen I w rote this book. I tried hard to m aintain a jovial style to help you enjoy it,
but this could be m y epitaph, m y legacy, if you w ill. I couldn‒t afford to linger on every
page because I w as actually concerned that I m ight snuff-it and depart this m ortal coil.

So here‒s the deal: just less than tw o years ago, I w as the loud, fat, and obnoxious, yet
usually right, security bloke that m any of you in the U K  security industry are probably
fam iliar w ith. D espite the best available m edical indifference (you have to m ake a joke,
don‒t you!), I w ent into septic shock and had a tw enty-by-tw enty-inch alien m ass, along
w ith a tw o foot section of m y gut and a lum p of m y spleen, rem oved. To save anyone any
trouble or inconvenience, I slipped into a com a. It kept m e nice and quiet.

A nd here‒s the clincher!! The excellent chief surgeon and other w onderful lung
specialist that saved m e say that m ost of m y bits and pieces are fixed, but w ith the caveat
that I am  only here out of an act of sheer bloody-m indedness. The episode has reduced m y
M TTF (―M ean-Tim e To Failure‖). Judging by the pain and the scream ing headache I get
at the end of each w orking day, I tend to agree w ith them  (but hey, dear reader, I bet that
m any of you have jobs that do the sam e thing to you despite your good health). H ow ever,
m y G eneral Practioner (G P) sniffs and says I‒m  all fixed but bear in m ind that this is the
sam e guy that m issed all the sym ptom s in the first place. This presents a dilem m a but all
things considered I think you‒ll understand w hy I ―felt pressed‖ to finish the book.

Please be kind!! W ith m y other w hitepapers, books, exploits, and softw are I have
noticed a trend. There are alw ays com m ents on new sgroups or forum s that say that:

‛ ―They‖ could solve a 10G B /s SynFlood by using a laptop w ith a 486 cpu, 100M b
Ethernet card, and the netstat com m and

‛ ―They‖ could have discovered the zero-day them selves if only they had looked

‛ ―They‖ could have produced a m uch better ID S than m e if they only had the
tim e, could w rite C , knew  about device drivers, and had a com puter (―O h, by the
w ay, before I start, can you rem ind m e w hat an ID S does?‖)

―W oulda! C oulda! Shoulda!‖ or as m y granny used to say, ―If ‐ifs and ands‒ w ere ‐pots
and pans,‒ there‒d be no w ork for tinkers‒ hands.‖

So if you are that guy, be kind. If you notice a m istake, em ail m e, and if you don‒t like
it, let‒s keep it a secret it can be our ow n zero-day, our ow n special thing. Please don‒t
share it w ith the w orld. If you feel so negatively about m y book, m aybe you should just
w rite a better one.

H aving said that, if you love this book then tell everyone, w rite great review s, and buy



ten copies of it. M arge, the kids and the charities that w ill benefit from  sales w ill
appreciate it. That being said, nobody w rites a security book or publishes open-source
security tools for the m oney I do it because it entrances m e; I am  bew itched.

So w hat‒s the book about, you ask? Please consider for a m om ent this statem ent m ade
by J. Saiteerdou, H ead of C om puter C rim es at the FB I: ―G ive m e ten carefully chosen
hackers, and w ithin ninety days I w ould then be able to have this nation lay dow n its arm s
and surrender.‖

A t first glance, that about sum s up the book or at least m y intent w hen I started it. A
w hile ago, I realised that a digital attack could easily cripple a country like the U K ,
especially if the attackers have the resources of a sovereign pow er supporting them . If they
don‒t have such resources, a blended attack w hich com bined digital attacks w ith physical
attacks could still be as effective. There seem s to be so little public aw areness about how
real this possibility is and how  it could com e about, I felt the need to com m unicate w hat
inform ation I have gathered on this subject.

This isn‒t a ―how -to‖ book and is rather designed to provide business insights into the
field of digital security for the m ore technical people. It also provides concrete and easy-
to-follow  technical exam ples for business people w ho m ay be unfam iliar w ith all the
technical references.

N ew  M edia
M odern m edia is ubiquitous and all-encom passing, spread over a w ide variety of digital
channels. I have tried to em brace this, as it is in-keeping w ith the them e of the book. I
have provided:

‛ exam ple code and exploits on packetstorm  (dns_spquery.c &  obeseus.c)

‛ exam ple and supporting A ndroid A pps on G oogle Play

‛ code and ―config‖ files on m y usual site w w w .loud-fat-bloke.co.uk

‛ presentations and lectures on FaceBook

I have already presented som e of these at public events; if you get a chance to com e and
see m e, you are m ore than w elcom e  Likew ise, if you are hosting an event. I am  m uch
better live (over 18s only).

M uch Thanks
Lastly, thanks to“ w ell“ everybody w ho helped.

A nd as a postscript, thanks to the ever-so-nice editor bloke, D ave, w ho gently helped
som e of it m ake sense and also curbed m y natural laddish enthusiasm s by rem oving the
w oefully inappropriate expression of m y appreciation for ―big guns‖ and ―Sandra
B ullock‖. Like they say, you can lead a horse to w ater!
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C H A PT E R  1 T H E  IN T R O D U C T IO N
M ovie quote:

K yle R eese:
―C om e w ith m e if you w ant to live.‖

Term inator (as spoken to Sarah C onnor)

A nd that is the bottom -line. O verall, the enduring m essage of this book is a w arning
because I believe that a large scale cyber-attack w ill com e and that it w ill com e in a form ,
w hich w ill cause civil unrest, injury, and even loss of life to the population.

H ow ever, this w arning has yet to be heeded by people at large because:

1. N orm al people don‒t understand! W hy w ould they? U ntil now , no one from
anyw here other than H ollyw ood has tried to convey any possible cyber-attack
scenario to the average person. (That‒s all m ake-believe, right!!!) O nly hacker
geeks and security boffins like m e have any reason to investigate the issue.

2. The civil liberties organizations are so active and pow erful that security agencies
only openly engage in focused m onitoring of violent, extrem ist groups because of
the public outcry that w ould ensue if they did m ore. R ecent sensational
revelations based on the U S based PR ISM  program m e are only going to
exacerbate this. H ow ever righteous and com m endable the m ission of the civil
liberties organizations m ight be, they are currently (though inadvertently)
sacrificing our safety for our privacy and I w ould prefer to be safe.

3. G overnm ents continue to focus on the older kind of threats, using older techniques
that really do threaten privacy by their nature. These focus on protecting ―banks
and air-bases‖ from  the overblow n threat of C hinese spying and invasion. Let‒s
face it; the general populace really don‒t care m uch about air bases and if w e
w ere so scared of the C hinese, perhaps w e shouldn‒t have let them  buy C anary
W harf and half of A ustralia. The real threat to society w ill not com e from
C hina‒s m ilitary intent, and w hen it does com e, nobody w ill be able to use the
banks. W e w ill all be struggling w ith a new  reality of no netw orks, no pow er, no
heat, no w ater, etc. Just ask any hacker.

4. M ost posit that this w ould occur because the ―establishm ent‖ are looking after
their ow n, their stakeholders (people m aking big guns), and the people w ho w ill
give them  a job after they finish their m ilitary service or m inisterial tenure. A sk
anyone w ho has tried to sell som ething to H er M ajesty‒s G overnm ent (H M G ,)
and they w ill verify that. B ut there is m ore to it than that   they don‒t em ploy
enough people w ho have spent a lifetim e securing, running, and m onitoring large
netw orks. Their senior people haven‒t been focused on E-com m erce or on IT
system s that have to function to be com petitive like m any a senior m anager in a
large com m ercial organisation (just take note of how  m any governm ent system
developm ents are scrapped). A s a result their senior ranks are unaw are and
unfam iliar w ith our vulnerability. This coupled w ith the w ell docum ented



tendency of governm ent to favour those w ho ―toe the party line‖ and ―m aintain
the status quo‖ prom ote the inaction. The governm ent m ay have great engineers
and com puter scientists, but these individuals usually do not reach any level of
seniority. This has to change in the com ing decade  no longer can ―diplom acy,
tact, and an in-depth know ledge of governm ental practices‖ (a direct extract from
a recent, senior com puter security governm ent job advertisem ent) be the prim ary
requirem ent.

This book is a little light-hearted essay from  som eone w ho has spent his life doing ―cyber
security‖ during a tim e before it w as ever even called that. Som etim es accused of being a
―com puter techie,‖ a ―business bread-head,‖ or m ore recently, a ―silly old fart,‖ I still have
som e unique insight to share on the subject. The book includes the follow ing topics:

‛ The econom ics of the Internet, the very core of cyberspace: this section w ill go
into great detail in explaining w hy things are as vulnerable as they are

‛ The distinction betw een m onitoring those w ith m ilitaristic intent and m onitoring
for cyber-attacks: here, I w ill show  how  lim ited cyber-attack m onitoring is and
provide a prescription for how  it should be im proved

‛ The key vulnerabilities of ―cyberspace‖ in grim  detail

‛ A nd finally, an exam ination of the accuracy of the fantasy of a digital attack set
forth in the H ollyw ood film  D ie H ard 4.0 (w ith M r B ruce W illis), a fantasy
w hich could really becom e real

1 IN T R O D U C T IO N
I started to w rite this book in M ay 2013 about eighteen m onths after I died. I kicked the
bucket in first w eek of D ecem ber 2011, slipped into a com a, and then rem arkably
recovered (for a w hile at least). A fter I aw oke from  the com a, I spent the spring of 2012 in
front of the TV, often unable to reach the controller to change the channel  like a scene
stolen from  the m ovie ―C lockw ork O range,‖ I w as com pelled to w atch anything that cam e
on. Let‒s face it, I had m ore pressing concerns than enjoying a veritable audio-video feast.

A s tim e passed, m y m orphine dosages cam e dow n and w hat is left of m y brain began
to w ake up. I began to realise that there w as a trem endous am ount of ―reporting‖ on
cyberspace, cyber attacks, cyber w arfare, and cyber crim e by the liberal press, w hich w as
subsequently repeated on the TV, and nearly all of it w as bunkum  and bogus. Initially, I
considered it less harm ful than the ―hate-this and hate-that‖ approach of the right-w ing
press.

That changed in M ay 2013 w hen I saw  a liberal-press journalist on breakfast TV; as
you know , this m eans that the story w as repeated every ten m inutes from  6:00a.m . to
9:15a.m . H e talked about an article he had w ritten and explained that the governm ent w as
already using ―deep-packet inspection‖ w hich m eant that, in his exact w ords, ―they w ere
logging on to your PC  and looking at your laptop‒s disk drive.‖ (N ote: deep-packet
inspection is typically used in intrusion detection system s and anti-virus system s to search
netw ork packets for patterns associated w ith attacks.) The journalist‒s assertions w ere
sim ply dangerous rubbish and a kind of scarem ongering, obviously m ade up by an art
history graduate w ith a ―m asters‖ in journalism . This hugely inaccurate technical report



sym bolised w hat I had w itnessed over the previous tw enty m onths and experienced over
the last ten years: a verbose com m entator talking about a subject that he had no enduring
experience of and portraying an unbalanced argum ent based on an obvious agenda that left
us, the norm al people open to cyber threats.

O bviously, I needed to w rite this book because I believe ―the people‖ (w hoever they
are) are being put at risk by the political classes, and ―the peoples‒‖ interests are not being
looked after.

A s a society, w e are profoundly vulnerable to cyber crim e and cyber-attack, and the
people w ho w e vest w ith the pow er to protect us are m ostly interested in ―m ilitary
surveillance‖ (follow ing a strategic m ind-set forged in the era of the C uban m issile crisis)
w hilst any attem pt to put m onitoring controls in place for cyber threats gets labelled by
our liberal-arts journalist friend as a ―snoopers charter‖. Such people paint a picture
sim ilar to O rw ell‒s 1984 w here the risks to people‒s privacy w ill be im m ense; they
describe any m onitoring initiative as ―just a rouse‖ to underm ine dem ocracy and to
provide banks of civil servants w ith access to ―M rs. M iggins‒‖ shopping list or, w orse
still, to give them  access to her com pelling correspondence w ith her B FF, ―A da.‖
(A ccording to m y teenage daughter B FF stands for Best Friend Forever.)

W ho know s, he and his m ates m ight be right about one thing: the governm ent is being
obsessive. Every tim e I go to a security conference, the governm ent representatives all
seem  to focus on em ails about terrorism  w ith bom bs or superpow ers hacking into
governm ent departm ents to steal m ilitary secrets.

2 T H E  G O V E R N M E N T W IL L PR O T E C T M E , B U T FR O M  W H AT ?
Listen to any m inister speak on cyber w arfare, and they w ill focus on the attacks from
C hina and how  they openly steal intellectual property and secrets. W hile w riting this, (on
June 6, 2013) I w as w atching the ten o‒clock new s, w hich had a red-arm y officer
countering the U S rhetoric that claim ed that C hina w as spying. H e sim ply stated that
spying has alw ays taken place through the ages, and that in m ost countries, it isn‒t a crim e.
This voxpop w as follow ed by one about B oris Jonson, M ayor of London (―B ojo the
clow n‖), selling London docks to R ed C hina! The econom ic truth is that C hina is unlikely
to attack us. W e do all their R & D  for them  for free, ask them  to m anufacture m ost of our
products for m inim um  cost in conditions that the w est are not allow ed to m atch, and then
look to them  to bail us out of econom ic trouble w ith their funds. W hen the Yanks (and it
w as them ) ruined the w orld‒s econom y via ―Fannie M ae‖ and ―N inja‖ bonds, the heads of
C hina‒s banks asked the U nited States to raise their ―econom ic gam e‖ because they
couldn‒t keep bailing them  out! N ot an act of m ilitarist threat, but rather econom ic
partnership.

Yet, w hen you attend a briefing on the latest governm ent research on cyber w arfare or
a forum  on their latest initiative, there usually isn‒t anyone there w ho has any e-com m erce
or large-public netw ork-security experience. U sually the guy leading the research is a
―m ilitary m an‖ hence the fixation on m ilitary strategy and on the adversary being a
superpow er. H e w ill also be helped by a bunch of other m ilitary m en, civil servants, and
law yers, and eventually, three layers dow n, you get to the ―token technical IT expert.‖
This w ill usually be a kid straight out of college w ho fancies him self as a bit of a hacker.



If you then get details of their initiative, you w ill find that they are rehashed
ISO 27001/2, the International Standard O rganisations ―Inform ation Security‖ standards.
These are the defacto security blueprint, developed by large com panies and banks before
the m illennium  (I know , I w as there) as an approach to securing the corporate IT
environm ent. These have, since about 2005, been adopted by H M G  after the sam e m ilitary
m en or civil servants lost a bunch of laptops. A nd that is just about all they are doing to
protect us at the cyber level: they are going around all the governm ent departm ents and
m ilitary bases, m aking sure they have passw ords, firew alls, and virus scanners!

If you don‒t believe m e, take a look at their definition of cyber-security; it w as sent to
m e by a nice director at C ESG .

FIG U R E  1: O FFIC IA L V IE W  O F C Y B E R -SE C U R IT Y
A ll of this looks the sam e as it ever did w ith no change; the only parts w hich are even the
least bit ―cyber‖ are the tiny boxes that say:

‛ C om puter N etw ork A ttack (disruption or denial of service)

‛ C om puter N etw ork Exploitation (hacking into a system  to steal data)

The R A D SEC  and EM IP etc. are other nam es for good-old, cold-w ar TEM PEST (spying
on com puters using the electro-m agnetic em anation) w hich is at least forty years old, and
the rest w ould exist on any norm al diagram  of IT governance.

To be fair, they also have a set up a special operations centre, w hich m eans that you
can call them  up and tell them  you are being attacked if you w ork for a bank or gas
com pany. This centre coordinates and dissem inates inform ation betw een other



G overnm ent D epartm ent, AV  com panies, G ovC ertU K , and other national C ERTs.

A s I outlined in m y presentation at the London E-C rim e C onference in 2009, these
tactics share glaring com m on flaw s.

G overnm ent A pproach T he Flaw s

The governm ent tends to focus on protecting
the elite ―critical end-points‖ w ithout
focusing on the overall Infra- structure that
they depend upon.

Their definition of ―critical‖ differs greatly
from  m ine and yours. I think w e can survive
for a few  days if the departm ent of
Education, Treasury, or H ouse of Lords goes
offline  they don‒t.
I w ant the hospitals to keep m e alive
(literally) and to have pow er so that I can
w atch m ore daytim e TV. N othing w ill w ork
if the underlying telecom s, transport, and
pow er is im pacted. A  fact that hasn‒t
escaped our U S counterparts  several of
their official docum ents contain the
follow ing statem ents: ―approxim ately 90
percent of the nation‒s critical
infrastructures are privately ow ned and
operated.‖ and ―these are often highly
interconnected and m utually dependent
system s.‖ D efinitely, a less exclusive, m ore
inform ed approach!

G overnm ent A pproach T he Flaw s

It is the core purpose of governm ent to
protect governm ent and its system s. These
m ust be protected before the general public.

The general public has a right to protection,
w hich is the core purpose of governm ent,
and the norm al Internet and all on-line
system s deserve to be protected.
G overnm ents clearly don‒t understand the
dependencies that sustain them .
Their netw orks m ay be doubly hardened and
bullet-proof, but these elite system s obtain
their connectivity from  unprotected
infrastructure, w hich, at this point, w ill
sim ply break w hen attacked.
O ur elite w ill be left w ith w orking LA N s
designed to talk to other netw orks, but there
w ill be no other netw orks to talk to and no
connected custom ers to serve.

G overnm ent A pproach T he Flaw s
This is really just fixing a problem  that is



Investm ent is directed on im proving
inform ation sharing betw een Security
R esearchers, A nti V irus (AV ) vendors, or
C ERTs.

not there! Private security ecosystem s
interact w ith rem arkable precision.
The suggested coordination and
com m unication is not autom atic or in real-
tim e, but at a verbal/text level. O ur
governm ent and the EU  are introducing a
series of m eetings; I don‒t think this w ill
keep us up w ith the front-runners of cyber
security. A s a com parison the U S
governm ent has backed various
organisations like N IST or M itre to produce:

M ethods for classifying security issues
(C W E, C W SS, C C E, &  C A PEC )
Security guidelines and standards
(sp800-53 or sp800-82)
R eal tim e X M L protocols for sharing
security definitions (SC A P or O VA L)

Take tim e to investigate these, they are
(speaking as a geek) w onderful. There is a
stark contrast here betw een the U S and U K
official bodies, that don‒t do m uch and w hen
they do, im m ediately slap a protective
m arking of ―R ESTR IC TED ‖ on them  so that
the very tax payers that paid for them  have
no m eans to use them .

G overnm ent A pproach T he Flaw s

G overnm ent ISO 27001 based initiatives w ill
help the nation address the cyber threat.

Private-sector inform ation-security
practitioners are already aw are of the best
practices and ISO 27001. It w as invented by
the private sector in U K  w ith B S7799 nearly
2 decades ago, and does not really address
m ost of cyber security.
The Public sector needs to catch up w ith the
private sector.

3 W H AT Isn‒t C Y B E R  SE C U R IT Y ?
B efore w e figure out w hat cyber security m eans, w e need a w orking definition of
cyberspace. If w e go to our old friend W ikipedia, w e learn that:

1. ―C yberspace is the electronic m edium  of com puter netw orks, in w hich online
com m unication takes place“ ‖

2. ―In current usage the term  ‐cyberspace‒ stands for the global netw ork of



interdependent inform ation technology infrastructures, telecom m unications
netw orks, and com puter processing system s‖

3. ―The term  ‐cyberspace‒ is som etim es used to refer to the Internet, the W orld W ide
W eb, etc.‖

A ll definitions are good for our purposes. From  them  it is clear that public netw orks, the
Internet, and their operation are central to any definitions of cyberspace. It also follow s
that the definition of cyber security m ust be ―the process of securing cyberspace‖.
C onsequently, the largest part of cyber security m ust include the securing of the core,
backbone com m unications netw orks and the Internet.

Since m onitoring is a big part of security (w e call it a ―detective control‖ or
―protective m onitoring,‖ and w e need it to deter attacks), it m ust follow  that cyber security
includes m onitoring for attacks in cyber space, w hich in turn (based on the definitions
above) includes m onitoring on the Internet.

T his book w ill dem onstrate:

‛ The high reliance that the voice/m obile, and banking sectors have on public
netw ork providers since IP convergence, the process of changing the public
sw itched telephone netw ork (PSTN ) to Voice O ver IP Protocol (VoIP). N ow -a-
days, the Internet and backbone netw ork providers use the sam e infrastructure.
Therefore, if you attack the Internet, you can dam age these key sectors ability to
operate.

‛ H ow  the key public utility system s depend on com puters, w hich m akes them
vulnerable to cyber attack. For those of you w ho rem em ber the three-day w eek
under H arold W ilson in the 1970s, life w as very brutal, as w e w ere forced to
endure m any days a m onth w ithout pow er. This provides an indication of the
potential im pact. A nd that w as a different tim e our reliance on electricity is
now  far greater.

To really understand any subject and the nature of its inherent vulnerability, it really helps
to first understand its business practices. D espite the nebulous nature of m any term s
prepended w ith ―C yber‖, w e have already established that the Internet is a m ajor
com ponent of cyber space and fortunately, the econom ics surrounding the Internet and
public netw ork operation are w ell established.

In the next chapter, w e w ill discuss the business of being a netw ork operator and
Internet provider.



C H A PT E R  2 T H E  IN T E R N E T IS A  B U SIN E SS
U N D E R STA N D IN G  T H E  E -E C O N O M Y  PL AT FO R M

M ovie quote:

Pretty B ank Teller:
―So let‒s get this straight, you m ake your m oney by figuring out how  to break
into system s and then telling unhappy ow ners how  to fix the holes?‖

R obert R edford:
―It‒s a living“ .‖

Pretty B ank Teller:
―B ut not a very good one!!!‖

Sneakers, 1992

1 IN T R O D U C T IO N
There is no m ystery to the business m ethods of cyberspace or the Internet. The business of
being a netw ork provider is w ell-defined and covers various dom ains of know ledge from
geopolitical influences to advanced router configuration. This chapter w ill provide a basic
overview .

2 C Y B E R SPA C E  A N D  T H E  IN T E R N E T
Term s like cyber security, cyberspace, and any w ord containing ―C yber‖ are perceived as
m arketing buzzw ords nobody is really sure w hat or w here cyberspace is. B ut w e have
already established and intuitively know  that it consists of or is built on and around the
Internet and large-scale w ired netw orks.

The Internet has a very keenly defined econom ics and set of standard business
practices. It has retail custom ers, w hich includes you, m e, and everybody else. It has the
suppliers including ISPs and netw ork providers, and it has business custom ers (B 2B s) that
rely on it as an upstream  or vertical dependency. M any of the inherent vulnerabilities of
cyberspace can be better explained if these business practices are understood.

3 T H E  IN T E R N E T A S A  B U SIN E SS
For a definition of the Internet, try this one: ―The Internet is a loose cooperative effort of
Internet service providers (ISPs) w ho voluntarily run the TC P/IP protocol suite as defined
by IETF and other bodies‖(Stew art, 1). This definition captures the key facts: that there is
m inim al policing and governance, that the Internet consists of Internet service providers
(ISPs) that run a netw ork based on the standard IP stack, and that these providers loosely
cooperate voluntarily; how ever, it does not reveal the full details of this relationship.

The nature of this loose, voluntarily cooperative relationship is the key to
understanding the Internet and hence, cyberspace. H ere are som e of the very special



characteristics:

‛ ISPs are com m ercial organisations they need to m ake m oney

‛ ISPs operate usually as oligopolies

‛ ISPs are occasionally m onopolies

‛ ISPs are som etim es m onopsonies

I w arned you that I had tw o business degrees.

ISP as oligopolies

ISPs are typically general netw ork service providers and as such, provide the ―Internet
N etw ork‖ as one of their productised services. ISPs usually operate as oligopolies in de-
regulated m arkets; often, they operate w ith good (econom ists call it ―near perfect‖)
know ledge of the com petition including products, custom ers, and prices.

W here they are oligopolies, ISPs can be both custom ers and suppliers to each other,
w hich helps foster a close w orking relationship betw een them . For exam ple: ISP-X  m ight
sell bandw idth to ISP-Y  in region 1, but ISP-X  m ight buy bandw idth from  ISP-Y  in region
2.

B asic econom ics tells us that oligopolies often adopt noncom bative trading strategies
and w ill, if not prevented by law , tend to form  cartels or at least establish sim ilar pricing of
products.

The fact that they are both supplier and custom er (often of the sam e product)
encourages this noncom bative behaviour (w hich is underw ritten by gam e theory and the
paradigm  of ―do unto others‖). W e can express this sim ply as: if w e ―ream ‖ ISP-X  w ith a
too high price in region 1, they w ill surely ream  us in region 2.

Furtherm ore, they do not alw ays trade w ith each other in cash. Frequently they engage
in various form s of nonm onetary trade, w hich m eans that:

‛ A rbitrage is com m on voice m inutes are frequently exchanged

‛ Settlem ent-free peering (explained later) is ubiquitous and is a form  of sw ap

‛ R eciprocal agreem ents on services are com m on

‛ Straight-forw ard fibre sw aps used to occur

This doesn‒t m ean that they do not engage in furious com petition, only that com petition
takes place w ithin the fram ew ork of a constant dialog and an enduring relationship w ith an
aw areness that anim osity is destructive to profit (for exam ple, look at fam ous inter-
com pany battles betw een other oligopolies: Laker V ‒s B A , B A  V ‒s V irgin, and V irgin V ‒s
Sky). C om pare this to other m arkets w here the distribution of suppliers is ―norm al‖ and
w here m ost com petitors rarely m eet.

ISP as M onopolies

Som etim es ISPs operate as m onopolies. In fact, they often start out operating as
m onopolies. Typically, they gain this kind of pow er as governm ent-protected m onopolies
or as natural m onopolies. O ften the latter is sim ply a hangover from  the form er.



A  G eneric E volution

M any ―Internet‖ ecosystem s (or Internet provision in a particular geography) evolved in
the sam e w ay. G o to the U nited States the stalw art of capitalism  and you‒ll find free
traders com plaining that the post office is a governm ent-protected m onopoly. Free traders
state that ―19th century law s m ake it illegal for anyone else to deliver letters. It‒s [the post
office] also exem pt from  state and federal taxes and free from  m ost governm ent
regulations.‖[ 2.]

B ut it‒s not unique that m any national postal services are state-run (or at least start that
w ay). In som e countries, these organisations used to contain/ow n large ISPs, telephone
operations, and m obile operations. B T (aka B ritish Telecom ), now  the U K ‒s largest ISP,
used to be called ―The G eneral Post O ffice‖ (G PO ) until M rs. Thatcher privatised it in the
1980‒s. The sam e is true for D eutsche Telecom  (D T) and m any other European carriers.
(In fact, it is the EU  that has m ost often m andated against state-run m onopolies.)

This is the typical heritage of such m onopolies, and it conform s to the notion of a
―natural m onopoly‖ w hich w as predom inant from  the late 1800‒s until the 1980‒s w hen
M rs. Thatcher rejected this generally accepted (except in the case of the U nited States)
tenet. In the U K , the heritage com es from  the introduction of telegraph and then the
telephone, both of w hich required a m assive investm ent to run a netw ork of copper w ire
around the country. B ecause of the huge investm ent required to reach rem ote places, it
w as believed necessary that governm ents needed to play an active role in the construction
of such netw orks. The copper w ire used for the telephones also becam e the basis for
access to the Internet or, in other w ords, the first steps tow ard a state-run ISP a
m onopoly that continued until capitalism  took over and deregulated it.

This m odel is also typical in m any countries around the w orld (for exam ple in Turkey,
Tunisia, and m any A rab countries), either because of colonialism  and other econom ic
reasons, or because it suites the political pow er-base to control all w ired connections.
Typically, the forces of capitalism  tend to gradually cause the netw orks to becom e m ore
open because any regim e can m ake m ore m oney from  selling licenses than they can from
state dom ination. W ith the increase of m obile technology, the notion of the state-censored
ISP is gradually becom ing perceived to be an ineffective m eans of censorship. M obile
phones pow ered by G SM  or 3G  netw orks w ere used in the ―A rab Spring‖ and K orea to
circum vent state-orchestrated censorship.



FIG U R E  2: A C C E SS PR O V ID E R S
This also introduces the concept of ―access providers‖ and the ―last-m ile provider‖
m ajor players in the legacy of ISP w orld (show n above in Figure 2). In m ost non-U S
geographical regions, these access providers had a com m ercial advantage, w hich also
often took the form  of a natural m onopoly. They had already sunk in m assive investm ents
to reach custom ers, investm ents that could not have been justified by sim ply providing
Internet-access alone at that tim e thus form ing a barrier to m arket entry for other
com panies (it has taken decades for Internet usage to reach this ubiquitous stage, a level
necessary for Internet service provision to be profitable). R etail/dom estic Internet
custom ers needed to gain access to the Internet by som e m edium  or another, and private
com panies w ould have to spend a fortune in digging to reach M r. Jones or M r. Sm ith at
num ber 47 A cacia Avenue, or at the local D IY  store or Superm arket. So in the days before
X D SL, people accessed the Internet via dial-in 9600 bps m odem s.

In som e regions, the ―Internet‖ aspect of this dynam ic w as often provided by a sm all
―dial-up‖ ISP w ith a rack of m odem s, w hile the state ―telco‖ w ould take their cut off the
top of the resulting m assive phone bills of retail custom ers or from  the leasing circuits
from  the state-run carrier to the ISP. The telco w as too ―civil service‖ to w ant to m ake a
profit on som ething new  and radical. This provided affordable Internet access, w hich
allow ed Internet use to grow  and then snow ball. W hen ISD N  and B roadband access grew ,
the sleeping giants of the state telco (or once state-run telco) aw oke and participated
vigorously in the ISP m arket.

Sim ilarly, cable TV  com panies eager for an extra contribution to their vast fixed
―copper‖ asset (as the econom ists w ould say) em braced the Internet m arket. A s digital
netw orking and IP took off, their w hole business benefitted.

M eanw hile, large business custom ers in data centres and in m etropolitan regions w ith
densely tenanted offices could be serviced by independent ISPs. This w as econom ically
feasible as a sm all am ount of expensive digging, and laying fibre, could provide access to
a large com m unity of w ealthy corporate custom ers. So sm aller netw ork providers got a


