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PREFACE

Blanche DuBois:

—+have always depended on the kindness of strangers.li
Streetcar Named Desire (1947)

Like the quote aboved stranger, please be kind!!! Time (contrary to the song) wasn+ on
my side when | wrote this book. | tried hard to maintain ajovial style to help you enjoy it,
but this could be my epitaph, my legacy, if you will. | couldn+ afford to linger on every
page because | was actually concerned that | might snuff-it and depart this mortal coil.

S0 heres the deal: just less than two years ago, | was the loud, fat, and obnoxious, yet
usually right, security bloke that many of you in the UK security industry are probably
familiar with. Despite the best available medical indifference (you have to make a joke,
don+ you!), | went into septic shock and had a twenty-by-twenty-inch alien mass, along
with atwo foot section of my gut and alump of my spleen, removed. To save anyone any
trouble or inconvenience, | slipped into a coma. It kept me nice and quiet.

And heres the clincher!! The excellent chief surgeon and other wonderful lung
gpecialist that saved me say that most of my bits and pieces are fixed, but with the caveat
that | am only here out of an act of sheer bloody-mindedness. The episode has reduced my
MTTF (-Mean-Time To Failurell). Judging by the pain and the screaming headache | get
at the end of each working day, | tend to agree with them (but hey, dear reader, | bet that
many of you have jobs that do the same thing to you despite your good health). However,
my Genera Practioner (GP) sniffs and says |-m al fixed but bear in mind that thisis the
same guy that missed all the symptoms in the first place. This presents a dilemma but all
things considered | think you-l understand why | —felt pressedll to finish the book.

Please be kind!! With my other whitepapers, books, exploits, and software | have
noticed atrend. There are aways comments on newsgroups or forums that say that:

* —Fheyll could solve a 10GB/s SynFlood by using a laptop with a 486 cpu, 100Mb
Ethernet card, and the netstat command

*  —Fheyll could have discovered the zero-day themselves if only they had looked

* —Fheyll could have produced a much better IDS than m¢g if they only had the
time, could write C, knew about device drivers, and had a computer (-©h, by the
way, before | start, can you remind me what an IDS does?ll)

—Woulda!l Coulda! Shouldalll or as my granny used to say, —H -ifs and ands-were -pots
and pans,—there-d be no work for tinkers-hands.|l

So if you are that guy, be kind. If you notice a mistake, email me, and if you don- like
it, lets keep it a secreff it can be our own zero-day, our own special thing. Please don+
share it with the world. If you feel so negatively about my book, maybe you should just
write a better one.

Having said that, if you love this book then tell everyone, write great reviews, and buy



ten copies of it. Marge, the kids and the charities that will benefit from sales will
appreciate it. That being said, nobody writes a security book or publishes open-source
security tools for the moneyt | do it because it entrances me; | am bewitched.

So what-s the book about, you ask? Please consider for a moment this statement made
by J. Saiteerdou, Head of Computer Crimes at the FBI: -Give me ten carefully chosen
hackers, and within ninety days | would then be able to have this nation lay down its arms
and surrender. |l

At first glance, that about sums up the book or at least my intent when | started it. A
while ago, | realised that a digital attack could easily cripple a country like the UK,
especialy if the attackers have the resources of a sovereign power supporting them. If they
don+ have such resources, a blended attack which combined digital attacks with physical
attacks could still be as effective. There seems to be so little public awareness about how
real this possibility is and how it could come about, | felt the need to communicate what
information | have gathered on this subject.

This isn+ a—hkow-toll book and is rather designed to provide business insights into the
field of digital security for the more technical people. It also provides concrete and easy-
to-follow technical examples for business people who may be unfamiliar with al the
technical references.

New Media

Modern media is ubiquitous and all-encompassing, spread over a wide variety of digital
channels. | have tried to embrace this, as it is in-keeping with the theme of the book. |
have provided:

example code and exploits on packetstorm (dns_spquery.c & obeseus.c)

example and supporting Android Apps on Google Play

code and —eonfigll files on my usual site www.loud-fat-bloke.co.uk
*  presentations and lectures on FaceBook

| have already presented some of these at public events; if you get a chance to come and
see me, you are more than welcome| Likewise, if you are hosting an event. | am much
better live (over 18s only).

Much Thanks

Lastly, thanksto“ well* everybody who helped.

And as a postscript, thanks to the ever-so-nice editor bloke, Dave, who gently helped
some of it make sense and also curbed my natural laddish enthusiasms by removing the
woefully inappropriate expression of my appreciation for -big gunsll and —Sandra
Bullockll. Like they say, you can lead a horse to water!
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CHAPTER I} THE INTRODUCTION

Movie quote:

Kyle Reese:
—come with me if you want to live.ll

Terminator (as spoken to Sarah Connor)

And that is the bottom-line. Overall, the enduring message of this book is a warning
because | believe that a large scale cyber-attack will come and that it will come in aform,
which will cause civil unrest, injury, and even loss of life to the population.

However, this warning has yet to be heeded by people at large because:

1. Normal people don+ understand! Why would they? Until now, no one from
anywhere other than Hollywood has tried to convey any possible cyber-attack
scenario to the average person. (Thats al make-believe, right!!!) Only hacker
geeks and security boffins like me have any reason to investigate the issue.

2. The civil liberties organizations are so active and powerful that security agencies
only openly engage in focused monitoring of violent, extremist groups because of
the public outcry that would ensue if they did more. Recent sensational
revelations based on the US based PRISM programme are only going to
exacerbate this. However righteous and commendable the mission of the civil
liberties organizations might be, they are currently (though inadvertently)
sacrificing our safety for our privacyl and | would prefer to be safe.

3. Governments continue to focus on the older kind of threats, using older techniques
that really do threaten privacy by their nature. These focus on protecting —banks
and air-basesll from the overblown threat of Chinese spying and invasion. Let-s
face it; the general populace realy don+ care much about air bases and if we
were so scared of the Chinese, perhaps we shouldn+ have let them buy Canary
Wharf and half of Australia. The rea threat to society will not come from
Chinas military intent, and when it does come, nobody will be able to use the
banks. We will al be struggling with a new reality of no networks, no power, no
heat, no water, etc. Just ask any hacker.

4. Most posit that this would occur because the —establishmentll are looking after
their own, their stakeholders (people making big guns), and the people who will
give them ajob after they finish their military service or ministerial tenure. Ask
anyone who has tried to sell something to Her Majesty-s Government (HMG,)
and they will verify that. But there is more to it than thatT they don+ employ
enough people who have spent a lifetime securing, running, and monitoring large
networks. Their senior people haven+ been focused on E-commerce or on IT
systems that have to function to be competitive like many a senior manager in a
large commercial organisation (just take note of how many government system
developments are scrapped). As a result their senior ranks are unaware and
unfamiliar with our vulnerability. This coupled with the well documented



tendency of government to favour those who —tee the party linell and —maintain
the status quoll promote the inaction. The government may have great engineers
and computer scientists, but these individuals usually do not reach any level of
seniority. This has to change in the coming decade| no longer can —diplomacy,
tact, and an in-depth knowledge of governmental practicesll (a direct extract from
a recent, senior computer security government job advertisement) be the primary
requirement.

This book is alittle light-hearted essay from someone who has spent his life doing —eyber
securityll during atime before it was ever even called that. Sometimes accused of being a
—eomputer techie,ll a—-business bread-head,ll or more recently, a—silly old fart,ll | still have
some unigue insight to share on the subject. The book includes the following topics:

The economics of the Internet, the very core of cyberspace: this section will go
into great detail in explaining why things are as vulnerable as they are

The distinction between monitoring those with militaristic intent and monitoring
for cyber-attacks: here, | will show how limited cyber-attack monitoring is and
provide a prescription for how it should be improved

* The key vulnerabilities of —eyberspacell in grim detall

*And finally, an examination of the accuracy of the fantasy of a digital attack set
forth in the Hollywood film Die Hard 4.0 (with Mr Bruce Willis), a fantasy
which could really become rea

1 INTRODUCTION

| started to write this book in May 2013 about eighteen months after | died. | kicked the
bucket in first week of December 2011, dlipped into a coma, and then remarkably
recovered (for awhile at least). After | awoke from the coma, | spent the spring of 2012 in
front of the TV, often unable to reach the controller to change the channel | like a scene
stolen from the movie —€lockwork Orange,ll | was compelled to watch anything that came
on. Let-sfaceit, | had more pressing concerns than enjoying a veritable audio-video feast.

As time passed, my morphine dosages came down and what is left of my brain began
to wake up. | began to realise that there was a tremendous amount of —eportingll on
cyberspace, cyber attacks, cyber warfare, and cyber crime by the liberal press, which was
subsequently repeated on the TV, and nearly all of it was bunkum and bogus. Initialy, |
considered it less harmful than the —hate-this and hate-thatll approach of the right-wing
press.

That changed in May 2013 when | saw a liberal-press journalist on breakfast TV; as
you know, this means that the story was repeated every ten minutes from 6:00am. to
9:15a.m. He talked about an article he had written and explained that the government was
already using —deep-packet inspectionll which meant that, in his exact words, —they were
logging on to your PC and looking at your laptop-s disk drive.l (Note: deep-packet
inspection is typically used in intrusion detection systems and anti-virus systems to search
network packets for patterns associated with attacks.) The journalist-s assertions were
simply dangerous rubbish and a kind of scaremongering, obviously made up by an art
history graduate with a —mastersll in journalism. This hugely inaccurate technical report



symbolised what | had witnessed over the previous twenty months and experienced over
the last ten years: a verbose commentator talking about a subject that he had no enduring
experience of and portraying an unbalanced argument based on an obvious agenda that |eft
us, the normal people open to cyber threats.

Obvioudly, | needed to write this book because | believe —the peoplell (whoever they
are) are being put at risk by the political classes, and —the peoplesHl interests are not being
looked after.

As a society, we are profoundly vulnerable to cyber crime and cyber-attack, and the
people who we vest with the power to protect us are mostly interested in —military
surveillancell (following a strategic mind-set forged in the era of the Cuban missile crisis)
whilst any attempt to put monitoring controls in place for cyber threats gets labelled by
our liberal-arts journalist friend as a —snoopers charterll. Such people paint a picture
similar to Orwells 1984 where the risks to peoples privacy will be immense; they
describe any monitoring initiative as —ust a rousell to undermine democracy and to
provide banks of civil servants with access to -Mrs. Miggins{l shopping list or, worse
still, to give them access to her compelling correspondence with her BFF, -Adall
(According to my teenage daughter BFF stands for Best Friend Forever.)

Who knows, he and his mates might be right about one thing: the government is being
obsessive. Every time | go to a security conference, the government representatives all
seem to focus on emails about terrorism with bombs or superpowers hacking into
government departments to steal military secrets.

2 THE GOVERNMENT WILL PROTECT ME, BUT FROM WHAT?

Listen to any minister speak on cyber warfare, and they will focus on the attacks from
China and how they openly steal intellectual property and secrets. While writing this, (on
June 6, 2013) | was watching the ten o-€lock news, which had a red-army officer
countering the US rhetoric that clamed that China was spying. He simply stated that
spying has always taken place through the ages, and that in most countries, it isn+ a crime.
This voxpop was followed by one about Boris Jonson, Mayor of London (-Bojo the
clownll), selling London docks to Red Chinal The economic truth is that Chinais unlikely
to attack us. We do all their R&D for them for free, ask them to manufacture most of our
products for minimum cost in conditions that the west are not allowed to match, and then
look to them to bail us out of economic trouble with their funds. When the Yanks (and it
was them) ruined the world-s economy via—annie Maell and —Ninjall bonds, the heads of
Chinas banks asked the United States to raise their —economic gamell because they
couldn+ keep bailing them out! Not an act of militarist threat, but rather economic
partnership.

Yet, when you attend a briefing on the latest government research on cyber warfare or
aforum on their latest initiative, there usually isn+ anyone there who has any e-commerce
or large-public network-security experience. Usually the guy leading the research is a
—military manlf hence the fixation on military strategy and on the adversary being a
superpower. He will also be helped by a bunch of other military men, civil servants, and
lawyers, and eventualy, three layers down, you get to the —token technical IT expert.ll
Thiswill usually be akid straight out of college who fancies himself as abit of a hacker.



If you then get details of their initiative, you will find that they are rehashed
1SO27001/2, the International Standard Organisations —-Hformation Securityll standards.
These are the defacto security blueprint, developed by large companies and banks before
the millennium (I know, | was there) as an approach to securing the corporate IT
environment. These have, since about 2005, been adopted by HM G after the same military
men or civil servants lost a bunch of laptops. And that is just about al they are doing to
protect us at the cyber level: they are going around all the government departments and
military bases, making sure they have passwords, firewalls, and virus scanners!

If you don+ believe me, take alook at their definition of cyber-security; it was sent to
me by anice director at CESG.
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FIGURE 1: OFFICIAL VIEW OF CYBER-SECURITY

All of this looks the same as it ever did with no change; the only parts which are even the
least bit —eyberll are the tiny boxes that say:

Computer Network Attack (disruption or denial of service)

Computer Network Exploitation (hacking into a system to steal data)

The RADSEC and EMIP etc. are other names for good-old, cold-war TEMPEST (spying
on computers using the electro-magnetic emanation) which is at least forty years old, and
the rest would exist on any normal diagram of I'T governance.

To be fair, they also have a set up a special operations centre, which means that you
can cal them up and tell them you are being attacked if you work for a bank or gas
company. This centre coordinates and disseminates information between other



Government Department, AV companies, GovCertUK, and other national CERTS.

As | outlined in my presentation at the
tactics share glaring common flaws.

London E-Crime Conference in 2009, these

Government Approach

The Flaws

The government tends to focus on protecting
the elite —eritical end-pointsll without
focusing on the overall Infra- structure that
they depend upon.

Their definition of —eriticalll differs greatly
from mine and yours. | think we can survive
for afew daysif the department of
Education, Treasury, or House of Lords goes
offline| they don+.

| want the hospitals to keep me alive
(literally) and to have power so that | can
watch more daytime TV. Nothing will work
iIf the underlying telecoms, transport, and
power isimpacted. A fact that hasn+
escaped our US counterparts| severa of
their official documents contain the
following statements. —approximately 90
percent of the nation=s critical
infrastructures are privately owned and
operated.ll and —these are often highly
interconnected and mutual ly dependent
systems.ll Definitely, aless exclusive, more

informed approach!

Government Approach

The Flaws

It is the core purpose of government to
protect government and its systems. These
must be protected before the general public.

The general public has aright to protection,
which is the core purpose of government,
and the normal Internet and all on-line
systems deserve to be protected.
Governments clearly don+ understand the
dependencies that sustain them.

Their networks may be doubly hardened and
bullet-proof, but these elite systems obtain
their connectivity from unprotected
infrastructure, which, at this point, will
simply break when attacked.

Our elite will be left with working LANSs
designed to talk to other networks, but there
will be no other networks to talk to and no
connected customers to serve.

Gover nment Approach

The Flaws

Thisisreally just fixing aproblem that is




not there! Private security ecosystems
interact with remarkable precision.

The suggested coordination and
communication is not automatic or in real-
time, but at a verbal/text level. Our
government and the EU are introducing a
series of meetings; | don+ think this will
keep us up with the front-runners of cyber
security. As a comparison the US
government has backed various
organisations like NIST or Mitre to produce:

information sharing between Security * Methods for classifying security issues

Researchers, Anti Virus (AV) vendors, or (CWE, CWSS, CCE, & CAPEC)
CERTSs. (&) e Security guidelines and standards

(sp800-53 or sp800-82)
¢ Real time XML protocols for sharing
security definitions (SCAP or OVAL)

Investment is directed on improving

Take time to investigate these, they are
(speaking as a geek) wonderful. Thereisa
stark contrast here between the US and UK
official bodies, that don+ do much and when
they do, immediately slap a protective
marking of -RESTRICTEDII on them so that
the very tax payersthat paid for them have
no means to use them.

Gover nment Approach The Flaws

Private-sector information-security
practitioners are already aware of the best
practices and |SO27001. It was invented by
Government 1SO27001 based initiatives will [the private sector in UK with BS7799 nearly
help the nation address the cyber threat. 2 decades ago, and does not really address
most of cyber security.

The Public sector needs to catch up with the
private sector.

3 WHAT Isnt CYBER SECURITY?

Before we figure out what cyber security means, we need a working definition of
cyberspace. If we go to our old friend Wikipedia, we learn that:

1. —€yberspace is the electronic medium of computer networks, in which online
communication takes place |

2. - current usage the term -cyberspace- stands for the global network of



interdependent information technology infrastructures, telecommunications
networks, and computer processing systemsli

3. —Fhe term -cyberspace-is sometimes used to refer to the Internet, the World Wide
Web, etc.ll

All definitions are good for our purposes. From them it is clear that public networks, the
Internet, and their operation are central to any definitions of cyberspace. It also follows
that the definition of cyber security must be —the process of securing cyberspacell.
Consequently, the largest part of cyber security must include the securing of the core,
backbone communications networks and the I nternet.

Since monitoring is a big part of security (we call it a —detective controlll or
—protective monitoring,ll and we need it to deter attacks), it must follow that cyber security
includes monitoring for attacks in cyber space, which in turn (based on the definitions
above) includes monitoring on the Internet.

This book will demonstrate:

The high reliance that the voice/mobile, and banking sectors have on public
network providers since IP convergence, the process of changing the public
switched telephone network (PSTN) to Voice Over IP Protocol (VolP). Now-a-
days, the Internet and backbone network providers use the same infrastructure.
Therefore, if you attack the Internet, you can damage these key sectors ability to
operate.

How the key public utility systems depend on computers, which makes them
vulnerable to cyber attack. For those of you who remember the three-day week
under Harold Wilson in the 1970s, life was very brutal, as we were forced to
endure many days a month without power. This provides an indication of the
potential impact. And that was a different timg our reliance on electricity is
now far greater.

To really understand any subject and the nature of its inherent vulnerability, it really helps
to first understand its business practices. Despite the nebulous nature of many terms
prepended with —C€yberll, we have aready established that the Internet is a magor
component of cyber space and fortunately, the economics surrounding the Internet and
public network operation are well established.

In the next chapter, we will discuss the business of being a network operator and
Internet provider.



CHAPTER Z THE INTERNET ISA BUSINESS
UNDERSTANDING THE E-ECONOMY PLATFORM

Movie quote:
Pretty Bank Teller:

—S0 let-s get this straight, you make your money by figuring out how to break
into systems and then telling unhappy owners how to fix the holes?ll

Robert Redford:
—H-saliving® .l
Pretty Bank Teller:

—But not avery good one! !l

Sheakers, 1992

1 INTRODUCTION

There is no mystery to the business methods of cyberspace or the Internet. The business of
being a network provider is well-defined and covers various domains of knowledge from
geopolitical influences to advanced router configuration. This chapter will provide a basic
overview.

2 CYBERSPACE AND THE INTERNET

Terms like cyber security, cyberspace, and any word containing —€yberll are perceived as
marketing buzzword§ nobody is really sure what or where cyberspace is. But we have
already established and intuitively know that it consists of or is built on and around the
Internet and large-scale wired networks.

The Internet has a very keenly defined economics and set of standard business
practices. It has retail customers, which includes you, me, and everybody else. It has the
suppliers including |SPs and network providers, and it has business customers (B2Bs) that
rely on it as an upstream or vertical dependency. Many of the inherent vulnerabilities of
cyberspace can be better explained if these business practices are understood.

3 THEINTERNET ASA BUSINESS

For a definition of the Internet, try this one: —Fhe Internet is a loose cooperative effort of
Internet service providers (I1SPs) who voluntarily run the TCP/IP protocol suite as defined
by IETF and other bodiesll(Stewart, 1). This definition captures the key facts:. that there is
minimal policing and governance, that the Internet consists of Internet service providers
(ISPs) that run a network based on the standard | P stack, and that these providers loosely
cooperate voluntarily; however, it does not reveal the full details of this relationship.

The nature of this loose, voluntarily cooperative relationship is the key to
understanding the Internet and hence, cyberspace. Here are some of the very special



characteristics:
| SPs are commercial organisations they need to make money
| SPs operate usually as oligopolies
| SPs are occasionally monopolies
| SPs are sometimes monopsonies
| warned you that | had two business degrees.
| SP as oligopolies

ISPs are typically general network service providers and as such, provide the —ternet
Networkll as one of their productised services. |1SPs usually operate as oligopolies in de-
regulated markets; often, they operate with good (economists call it —rear perfectll)
knowledge of the competition including products, customers, and prices.

Where they are oligopolies, |SPs can be both customers and suppliers to each other,
which helps foster a close working relationship between them. For example: |SP-X might
sell bandwidth to ISP-Y inregion 1, but ISP-X might buy bandwidth from ISP-Y in region
2.

Basic economics tells us that oligopolies often adopt noncombative trading strategies
and will, if not prevented by law, tend to form cartels or at least establish similar pricing of
products.

The fact that they are both supplier and customer (often of the same product)
encourages this noncombative behaviour (which is underwritten by game theory and the
paradigm of —do unto othersll). We can express this simply as: if we —reamll 1SP-X with a
too high priceinregion 1, they will surely ream usin region 2.

Furthermore, they do not always trade with each other in cash. Frequently they engage
In various forms of nonmonetary trade, which means that:

Arbitrage iscommori  voice minutes are frequently exchanged

Settlement-free peering (explained later) is ubiquitous and is aform of swap

Reciprocal agreements on services are common
* Straight-forward fibre swaps used to occur

This doesn+ mean that they do not engage in furious competition, only that competition
takes place within the framework of a constant dialog and an enduring relationship with an
awareness that animosity is destructive to profit (for example, look at famous inter-
company battles between other oligopolies. Laker V-s BA, BA Vs Virgin, and Virgin V-s
Sky). Compare this to other markets where the distribution of suppliers is -rormalll and
where most competitors rarely meet.

| SP as M onopolies

Sometimes ISPs operate as monopolies. In fact, they often start out operating as
monopolies. Typically, they gain this kind of power as government-protected monopolies
or as natural monopolies. Often the latter is smply a hangover from the former.



A Generic Evolution

Many —nternetll ecosystems (or Internet provision in a particular geography) evolved in
the same way. Go to the United State§ the stalwart of capitalismi and you find free
traders complaining that the post office is a government-protected monopoly. Free traders
state that —29th century laws make it illegal for anyone else to deliver letters. It-s [the post
office] aso exempt from state and federal taxes and free from most government
regulations.iI] ».]

But it-s not unique that many national postal services are state-run (or at least start that
way). In some countries, these organisations used to contain/own large |SPs, telephone
operations, and mobile operations. BT (aka British Telecom), now the UK-s largest ISP,
used to be called —Fhe General Post Officell (GPO) until Mrs. Thatcher privatised it in the
1980-s. The same is true for Deutsche Telecom (DT) and many other European carriers.
(Infact, it isthe EU that has most often mandated against state-run monopolies.)

This is the typical heritage of such monopolies, and it conforms to the notion of a
—Aatural monopolyll which was predominant from the late 1800-s until the 1980-s when
Mrs. Thatcher rejected this generally accepted (except in the case of the United States)
tenet. In the UK, the heritage comes from the introduction of telegraph and then the
telephone, both of which required a massive investment to run a network of copper wire
around the country. Because of the huge investment required to reach remote places, it
was believed necessary that governments needed to play an active role in the construction
of such networks. The copper wire used for the telephones aso became the basis for
access to the Internet or, in other words, the first steps toward a state-run ISH a
monopoly that continued until capitalism took over and deregulated it.

Thismodel is aso typical in many countries around the world (for example in Turkey,
Tunisia, and many Arab countries), either because of colonialism and other economic
reasons, or because it suites the political power-base to control all wired connections.
Typically, the forces of capitalism tend to gradually cause the networks to become more
open because any regime can make more money from selling licenses than they can from
state domination. With the increase of mobile technology, the notion of the state-censored
ISP is gradually becoming perceived to be an ineffective means of censorship. Mobile
phones powered by GSM or 3G networks were used in the —Arab Springll and Korea to
circumvent state-orchestrated censorship.



FIGURE 2: ACCESS PROVIDERS

This also introduces the concept of —access providersll and the —tast-mile providerllf
major players in the legacy of ISP world (shown above in Figure 2). In most non-US
geographical regions, these access providers had a commercial advantage, which also
often took the form of a natural monopoly. They had already sunk in massive investments
to reach customers, investments that could not have been justified by simply providing
Internet-access alone at that timg thus forming a barrier to market entry for other
companies (it has taken decades for Internet usage to reach this ubiquitous stage, a level
necessary for Internet service provision to be profitable). Retail/domestic Internet
customers needed to gain access to the Internet by some medium or another, and private
companies would have to spend a fortune in digging to reach Mr. Jones or Mr. Smith at
number 47 Acacia Avenue, or at thelocal DIY store or Supermarket. So in the days before
XDSL, people accessed the Internet via dial-in 9600 bps modems.

In some regions, the —tternetll aspect of this dynamic was often provided by a small
—dial-upll ISP with a rack of modems, while the state —telcoll would take their cut off the
top of the resulting massive phone bills of retail customers or from the leasing circuits
from the state-run carrier to the ISP. The telco was too —eivil servicell to want to make a
profit on something new and radical. This provided affordable Internet access, which
allowed Internet use to grow and then snowball. When ISDN and Broadband access grew,
the dlegping giants of the state telco (or once state-run telco) awoke and participated
vigorously in the | SP market.

Similarly, cable TV companies eager for an extra contribution to their vast fixed
—eopperll asset (as the economists would say) embraced the Internet market. As digita
networking and | P took off, their whole business benefitted.

Meanwhile, large business customers in data centres and in metropolitan regions with
densely tenanted offices could be serviced by independent 1SPs. This was economically
feasible as a small amount of expensive digging, and laying fibre, could provide access to
a large community of wealthy corporate customers. So smaller network providers got a



